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Value of Mentorship



Ask Yourself

• What do you plan to get out of mentorship?
• Has mentorship been of value to you?
• What are you looking to improve?



Every stage of your 
career: Mentor and 
Mentee



What is in it for a 
mentor/mentee



Mentors can help with

• Goal Setting
• Resume reviews
• Building portfolio
• How to get noticed
• Skill growth identification
• How to produce something 
• How to grow
• Connections
• Resources



Types of 
Mentorship



Two types of Mentorship

• Formal
• Employer assigned
• Part of a program
• External mentor with formal relationship

• Informal
• No official relationship
• Folks you seek advice from
• Often bidirectional



Internal Employment Mentorship

• Often assigned
• May be part of your annual review process
• Can be your advocate for reviews/promotions/adverse actions
• Navigates workplace politics
• Can be excellent – takes initiative or can be mediocre



Practical 
Mentorship
Providing structure to mentorship



Where to start

• Resume Review
• Have mentee send BEFORE Meeting
• I request this as a starting point when I meet with a mentee
• Allows me to get to know them (OSINT as well)
• Draft questions about areas that I am curious if they are skilled?

• Scripting languages, tools, certifications
• Folks have trouble talking about themselves



First Meeting  (30-45 min)

• Open ended questions to get to know them
• Go through areas to update resume and provide feedback 

• (1st Action item for next meeting)

• Ask them about their goals for mentorship
• Draft personal/professional goals (2nd Action item for next Meeting)



Second Meeting (45-55min)

• Resume updates sent ahead of meeting
• Discussion about frequency of CV updates (monthly at most)
• Determine THREE Goals based on meeting
• Determine schedule of frequency for meeting



Goal Setting

• Three goals for the period (6 months to 1 year)
• Learn a skill (ex: Python, YARA rules, Cloud)
• Obtain a certification
• Find a role
• *Public contribution*

• Be specific 
• Based on Passion areas (or figuring them out)
• Base goals on needs or roles desired



Maintenance Meetings

• Actions to goals
• Missed opportunities
• Help please
• Next steps



Actions to 
goals



Missed 
opportunities



Help, please



Next steps



Check-ins (15 min)

• 1) Goal Review
• 2) Mentee answers:

• What have I done towards my goal?
• What are missed opportunities towards my goal?
• How can my mentor help me?

• 3) Mentor Answers
• How have I observed you meeting goal
• What are areas for refinement
• How can I help the mentee

• 4) Draft Action Steps



Create Action Items from Goals

• Learn a Skill
• Find a program of study for the skill 
• Make measured goals for progress and a time for completion

• Obtain a cert
• Research roles and certs they require
• Determine study plan
• Register for cert
• Practice tests

• Find a role
• Prep resume
• Identify skill gaps
• Look at network
• Figure out where to look for roles 
• Application goals



Goals 
Staying 

consistent 
and showing 

up



Goal Adjustments

• Regular intervals
• Longer session to see if goals are still a good fit
• Adjust and make more specific
• Adapt to changes from learnings or life
• Ensure they are measurable
• SMART 

• Specific, measurable, achievable, relevant, time-bound



Doing the homework



Career Stages
DFIR Veterans and new folks need 
mentorship



Practical 
Mentorship



Folks Looking for Mentors

• Students
• Career switchers
• DFIR Veterans looking for new roles
• LE/Military transition to IR
• Folks moving from the SOC 



Student

• Great research colleagues
• Promote their work
• Introduce them to folks
• Help push boundaries to get them to promote themselves
• Skills to learn



Career Switcher

• Articulating cross- industry relevant skills
• Technical 

• Networking
• Troubleshooting

• Soft skills 
• Briefing executives
• Customer service
• Writing Experience





Transition (DF > IR)

• Often LE and Military finishing their “first” career
• Sometimes ready to transition out of LE
• Often times concerned about Skills Gap
• Employers sometimes underestimate!
• How to get noticed in industry and stand out



Folks moving from the SOC

• Self-advocacy
• Networking withing the organization
• Translatable skills to demonstrate on resume
• Hands on exercises or research to demonstrate
• Building a portfolio



Veterans looking for new roles

• Salary negotiations
• People leader vs technical contributor
• Connecting people
• Can be on learning how to balance life/work



Finding a 
mentor



What is in it for a mentor/mentee

• Advice
• Connection
• See the things you are missing!
• Help you prepare
• Someone in your corner 
• Gas them up! 
• Provide critical feedback



Reaching out to a possible Mentor

• Don’t be discouraged
• Find someone doing the thing you want to be doing

• Next step or many steps away!

• Offer to help them with research, collaboration, etc.
• Make a specific request
• Share information
• Do the homework!



Mentors sometimes seek out mentees

• See someone who has potential
• Excited to see where they can take it with just one more step
• Sometimes you identify folks you know can take it to the next 

level





Formal Mentorship 
Programs



Programs that exist

WiCyS

Share the Mic In Cyber

Play Like a Girl

Magnet Mentorship Day

Resume Review Programs at 
conferences



Total Serendipity!

Met at Circle City Con 
Resume Review Workshop



Maintaining the relationship

Mentorship Relationship



Mentorship 
is nurtured 
relationship.



Based on…

• Humility
• Respect
• Mutual interests
• Boundaries
• Structure
• Flexibility
• Personality compatibility
• Caring



Professional Respect
& 

Interesting Work



Successful Mentorship
Kindness

Understanding
Communication

Impactful
Establishes trust and 

vulnerability
Allows for honesty and 

openness



Gas them up… but be real

• It is important to provide critique and areas for improvement
• Challenge them to make them better



Take the time to check in



Maintaining the relationship

• Mentee needs to continue the work
• Should be able to report on assignment completion or have new 

things they want to reach
• It is okay for mentorship to reach a natural end
• It is okay to not be a fit
• It is okay to take a pause and come back
• It is okay to check back in after a period – especially after major 

goal success!
• Both people should be invested and active in the relationship



You ARE a 
mentor



Person you can call

• May not always need them
• May have different mentors for different situations
• Someone who has been through a particular thing
• Sometimes when you least expect it



Bidirectional Mentors

• Peers
• Colleagues
• Folks in tangential places
• Inspire each other



Mentorship comes 
in many forms and 

many timelines



Hot Topics



Imposter Syndrome

• The elephant in the room
• Find the value in it = You CARE
• Leverage that to be awesome
• But don’t let it disable you!
• Name it and tell it to be quiet



How Do I Break in to DFIR

• DFIR is not always entry level!
• Migrate from other roles 

(SOC, IT, LE)
• Find a mentor
• Public Works!



Education

• Formal university programs 
• Undergraduate or Graduate

• Training Programs
• DFIR Diva’s affordable training list
• SANS
• Cyber5W



What Certification should I Get?

• Look up the roles you are interested in!
• Tool vendor cert?
• Agnostic certification?
• Maintenance requirements?
• What/how is it testing?
• Practicum? Knowledge questions?
• Prerequisite training or experience?
• Cost?



Resume / Curriculum Vitae

• Formats change!
• Keep a master document, submit specific
• Regularly update (monthly) and Linked In
• CV vs Resume
• Proposals, expert witness, professional orgs, peer review 

submissions, speaking submissions
• Technical Skills – Proficient with vs Familiar with



Networking

• Local low-cost events
• BSides
• 2600 groups
• DefCon groups
• High-Tech Crime Investigation Association (HTCIA)

• Conferences
• Techno Security
• DFRWS
• SANS DFIR Summit
• Magnet User Summit



Social Media

• Separate DFIR only accounts
• Keep it professional and positive
• Places to connect

• Digital Forensics Discord Server
• #DFIR on Mastodon
• #DFIR on Twitter
• #DFIR on LinkedIn
• Computer Forensics Subreddit
• Even Tik Tok and Instagram



Share and Contribute

• Most important thing you can do to stand out!
• Contribute Code (LEAPP project, Autopsy Modules, Volatility))
• Build CTFs
• Artifact Information (Artifact Genome Project, Artifact Museum)
• Share images (CFReDS, Digital Corpora)
• Write! Blogs – thisweekin4n6.com 

• GOAL – Share TECHNICAL work first!



Job Postings



Ninja Jobs
.



About DFIR



#DFIRJobs (Linked In, Twitter, Mastodon)



Digital Forensics Discord Server



Get Your Start in DFIR



USAJobs



Forensic Focus



Resources:



Mentorship Resources

https://dfirdiva.com/getting-into-dfir/
https://www.magnetforensics.com/blog/job-
hunting-dfir-field/
https://www.hexordia.com/blog-1-1/pathway-
to-digital-forensics
https://tisiphone.net/2023/01/03/lessons-
learned-from-cybersecurity-mentoring/



Getting Started

• DFIR Diva
• Cyber5W
• Startme.stark4n6.com



Keeping Current

• Phill Moore’s 
• This Week in 4n6 - blog of all the week’s forensic content 

• Michael’s 
• Digital Forensic Survival Podcast

• Richard Davis’ 
• 13 Cubed You Tube Channel

• Joshua James’ 
• DFIR Science You Tube Channel



Keep Practicing

• Magnet Forensic Summit CTFs
• Cyber Defenders Blue Team CTFs



Skill Up



Python

Alexis Brignoni’s You Tube based course 
• DFIR Specific class
• https://www.youtube.com/playlist?list=PLz61osc7c3OqQ_

xBZJbzZdIkVd8HnxLmC



YARA
Resources:
• Twitter 

#100DaysOfYara
• 100 Days of Yara 

https://dmfrsecurity.co
m/2021/12/20/100-
days-of-yara-day-1-
basics/

• https://github.com/InQ
uest/awesome-yara



Cloud

• Basic Cloud Understanding: A Cloud Guru 
• SANS FOR 509 Public GitHub 

https://github.com/dlcowen/sansfor509



Collaborate with the DFIR 
Community



Standards groups

SWGDE NIST OSAC



SWGDE
swgde.org



NIST OSAC 
www.nist.gov/organization-scientific-area-committees-
forensic-science/osac-registry



Journals and Peer reviewed work

AAFS FSI:DI DFRWS
DFIR Review



American Academy of Forensic Science
www.aafs.org



Forensic Science International: Digital Investigations (FSI:DI)



DFRWS
dfrws.org



DFIR Review 
dfir.pubpub.org



Community Organizations

HTCIA IACIS DFIR 
Discord



High Tech Crime Investigation Association
htcia.org 



IACIS
iacis.com 



DFIR Discord



Summary

• You can be a mentor and mentee at any phase
• Self reflect and do the work 
• There are practical ways to work with others
• Multiple mentors for multiple parts of your journey





QUESTIONS? 
Jessica Hyde 

@b1n2h3x
@b1n2h3x@infosec.exchange

Hexordia.com


