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Why do we care?



Don’t know what you don’t 
know



Triage Extractions

Important!

Why waste time on a full when you can get a partial

And in some instances, it is all you need –

i.e. internal investigations, malware, etc.



Triage Extractions

Important!
Why waste time on a full when you can get a partial
And in some instances, it is all you need –

i.e. internal investigations, malware, etc.

However, this may be a problem if you need to 
provide all exonerable content



Scope?

Difference between examination and 
analysis vs collection?

- Do you limit on collection?
- Do you limit on analysis?



Computers / Hard Drives



Pg. 

Examples of

Data You

Could be 

missing



Don’t know what you don’t know

Some drives are incompatible with communicating to 
Linux and can only communicate with a Windows or 
MacOS 

ex Samsung T7+ drives using Samsung’s 
encryption



Samsung T7 Touch

Source: 
https://downloadcenter.samsung.com/content/UM/202111/20211108104322367/T7_Touch_User_Manual_English_1.1.pdf



Samsung T7 Touch

Source: 
https://downloadcenter.samsung.com/content/UM/202111/20211108104322367/T7_Touch_User_Manual_English_1.1.pdf



Samsung T7 Touch
Without fingerprint: Locked



With fingerprint: Unlocked



Samsung T7 Touch – Fingerprint Locked

Without fingerprint: Locked With fingerprint: 
Unlocked



Samsung T7 Touch – Fingerprint unlocked

Without fingerprint: Locked With fingerprint: 
Unlocked

CESAR



Without fingerprint: Locked



Without fingerprint: Locked



With fingerprint: Unlocked



With fingerprint: Unlocked



Updated Specs for Old Devices

10 Gbps 20 GbpsUSB 3.2 Gen 2 = USB 3.2 Gen 2x2 =

• Still USB - what could go wrong?

• Be leery of adopting immediately 
adopting brand new technology

• Test new devices before field use



Adapters and the tales they tell

StarTech Adapter Hard Drive enclosure board



Same Drive, Different Adapters 



Same Drive, Different Adapters 



Same Drive, Different Adapters 











Disk Size lies

• Courtney Webb presentation at 2017 SANS DFIR 
• Implications of Firmware Trickery Hard Drives

• TLDR – Drive is labeled and appears to be one size, 
but is actually larger!
• Tools like HDDHackr allow folks to alter drivesize 

with firmware manipulation
• Can fool into thinking a drive is a different size



Microsoft Surface

Acquisition Requirements

• Powered USB Hub 
• External drive
• Mouse
• Keyboard

Problem

• Only 1x USB port



Chromebooks

Custom Recovery method for decrypted 
logical when you have a password 
based off Daniel Dickerman Method 

https://dfir.pubpub.org



Chromebooks Daniel Dickerman Method

First writes to available space 
before writing out 

So… if you have 64GB drive 
and 50GB are used - you will 
only get 14 GB image



Mobile Devices



Mobile Image Types

• Physical Mobile Forensic Image

• Logical Mobile Forensic Image

• Filesystem Mobile Forensic Image



Physical Mobile Forensic 
Image

Data pulled directly from a connection 
to the device storage area



Logical Mobile Forensic 
Image 

Collection of requested data as 
interpreted by the operating system



Filesystem Mobile Forensic 
Image

Collection of the active files and 
folders from the file system which 
may contain remnants of data and 
non-user data



Android Example

Physical image only includes data from 1 
chip; Not all

Make sure you are looking at specs for what 
device can hold



Triage Extractions

There is total value to these, but there could be issues as well…



Android



Android Comparative – Equipment User Data

Test Data Logical FFS

IMEI/MEID/ESN Present Present
MSISDN Present Present

Source: Jay Varda of Gray Shift



Android Comparative – PIM Data

Test Data Logical FFS

Contacts Present Present
Calendar Present Present

Memos / Notes
Not 

Present
Present

Source: Jay Varda of Gray Shift



Android Comparative – Call Logs

Test Data Logical FFS

Incoming Present Present
Outgoing Present Present
Missed Present Present

Source: Jay Varda of Gray Shift



Android Comparative – SMS Messages

Test Data Logical FFS

Incoming Present Present
Outgoing Present Present

Source: Jay Varda of Gray Shift



Android Comparative – MMS Messages

Test Data Logical FFS

Graphic Present Present
Audio Present Present
Video Present Present

Source: Jay Varda of Gray Shift



Android Comparative – Stand Alone Files

Test Data Logical FFS

Graphic Partial Present
Audio Partial Present
Video Partial Present

Source: Jay Varda of Gray Shift



Android Comparative – Application Data

Test Data Logical FFS

Documents (txt, 

pdf files)
Partial Present

Source: Jay Varda of Gray Shift



Android Comparative – Social Media Data

Test Data Logical FFS

Facebook Not Present Present
Snapchat Not Present Present

Source: Jay Varda of Gray Shift



Android Comparative – Communication App Data

Test Data Logical FFS

Signal Not Present Present
Facebook 

Messenger
Not Present Present

WhatsApp Not Present Present

Source: Jay Varda of Gray Shift



Android Comparative – Internet Data

Test Data Logical FFS

Chrome 

Bookmarks
Not Present Present

Chrome 

History
Not Present Present

Source: Jay Varda of Gray Shift



Android Comparative - Email

Test Data Logical FFS

Gmail Not Present Present

Source: Jay Varda of Gray Shift



Android Comparative – OS / App Activity  

Test Data Logical FFS

Usage History Partial Present
Application 

Permissions
Not Present Present

Google Play Not Present Present
App Power 

Usage
Present Present

Source: Jay Varda of Gray Shift



Android Comparative – Deleted  

Test Data Logical FFS

Artifacts Not Present Possible

Source: Jay Varda of Gray Shift



iOS



AFU vs BFU



iOS Comparative – Equipment User Data

Test Data BFU Logical AFU FFS

IMEI/MEID 

/ESN
Present Present Present Present

MSISDN Present Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – PIM Data

Test 
Data

BFU Logical AFU FFS

Contacts
Not 

Present
Present Present Present

Calendar
Not 

Present
Present Present Present

Memos / 

Notes 

Not 

Present
Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Call Logs

Test 
Data

BFU Logical AFU FFS

Incoming Partial Present Present Present
Outgoing Partial Present Present Present
Missed Partial Present Present Present



iOS Comparative – SMS Messages

Test 
Data

BFU Logical AFU FFS

Incoming
Not 

Present
Present Present Present

Outgoing
Not 

Present
Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – MMS Messagess

Test 
Data

BFU Logical AFU FFS

Graphic
Not 

Present
Present Present Present

Audio
Not 

Present
Present Present Present

Video
Not 

Present
Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Stand Alone Files

Test 
Data

BFU Logical AFU FFS

Graphic Partial Partial Present Present
Audio Partial Partial Present Present
Video Partial Partial Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Application Data

Test Data BFU Logical AFU FFS

Documents 

(txt, pdf files)
Partial Partial Present Present

Apple Health
Not 

Present
Present

Not 

Present
Present

Source: Jay Varda of Gray Shift



iOS Comparative – Social Media Data

Test 
Data

BFU Logical AFU FFS

Facebook
Not 

Present

Not 

Present
Present Present

Snapchat Present
Not 

Present
Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Communication App Data

Test Data BFU Logical AFU FFS

Signal
Not 

Present

Not 

Present
Present Present

Facebook 

Messenger

Not 

Present

Not 

Present
Present Present

WhatsApp
Not 

Present
Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Internet Data

Test Data BFU Logical AFU FFS

Safari 

Bookmarks

Not 

Present
Present Present Present

Safari 

History
Partial Present Present Present

Source: Jay Varda of Gray Shift



iOS Comparative - Email

Test 
Data

BFU Logical AFU FFS

Apple 

Mail

Not 

Present

Not 

Present

Not 

Present
Present

Source: Jay Varda of Gray Shift



iOS Comparative – GPS Data

Test Data BFU Logical AFU FFS

Coordinates / 

Geo-tagged

Not 

Present
Partial Present Present

Significant 

Locations

Not 

Present

Not 

Present

Not 

Present
Present

Cached 

Locations

Not 

Present

Not 

Present

Not 

Present
Present

Source: Jay Varda of Gray Shift



iOS Comparative – OS / App Activity  
Test Data BFU Logical AFU FFS

KnowledgeC
Not 

Present

Not 

Present
Present Present

Airdrop
Not 

Present

Not 

Present
Present Present

User Word 

Dictionary

Not 

Present

Not 

Present
Present Present

PowerLog
Not 

Present

Not 

Present
Present Present

Source: Jay Varda of Gray Shift



iOS Comparative – Deleted  

Test Data BFU Logical AFU FFS

Artifacts
Not 

Present

Not 

Present
Possible Possible

Source: Jay Varda of Gray Shift



iOS Message Retention

/private/var/mobile/Library/Preferences/com.apple.MobileSMS.plist



iOS Message Retention

ACTION

1. Imaged iOS device and 

left it on Forever. 

2.Changed option to 1 

year and re-imaged iOS 

device.

RESULT

1. The KeepMessageForDays

key did not appear.

2. The KeepMessageForDays

key appears with a value 

of 365.

/private/var/mobile/Library/Preferences/com.apple.M
obileSMS.plist



iOS Message Retention

ACTION

3. Changed option to 30 

days and re-imaged 

iOS device.

4. Changed option back 

to Forever and re-

imaged iOS device. 

RESULT
3. The KeepMessageForDays

key appears with a value of 
30.

4. The KeepMessageForDays
key appears with a value of 
0.

/private/var/mobile/Library/Preferences/com.apple.M
obileSMS.plist



iOS – Retention not

Are you losing data because of iOS default retention 
rates?

• Safari History – 30 days

• Deleted Photos – 30 days

• Knowledge C – differs by artifact all under 30 days

• Cached locations – 7 days

• Call Logs – can vary by carrier



How to Determine



How do you know

• Listen to the community –
• #DFIR on Twitter for findings
• Thisweekin4n6 for blogs from community
• Digital Forensics Discord Server – conversation 

about issued

• Ask questions when you don’t see what you expect 

• Test, Test, Test!



Testing, Testing, Testing

HOW TO USE 
EXEMPLARS

HOW TO POPULATE Validate assumptions



Summary
• Triage images are valuable, they won’t have all the 

data

• Once you have the image, you may not have another 
opportunity, so ensure it is complete

• Tools may not be self-aware that a collection is 
incomplete 

• The examiner’s knowledge is critical

• State of the device at time of acquisition is important

• Time from seizure to acquisition is important
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